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During last decades, needs for cryptographic applications had increased
exponentially. Civil encryption applications (banking, telecommunications,
computers, credit cards, etc) become a fundamental engine of progress. The
generalization of computers can provide much more complex algorithms for
cryptography, however at the same time attacks can be automated. Theoretical
progress is also made in the field of cryptography, with the invention of public key
cryptography, which solves the problem of key exchange. However no matter how
good is the cryptography algorithm, there is always a gape on it, or it is possible to
break it with a powerful computer. Therefore in this study we propose to combine
cryptography with steganography to secure data transfer between two applications. In
addition two encryption algorithms (RC4 and Triple DES) will be investigated and
compared. The idea is to use two levels of security. In the first step, the data is crypt
using the stat of the art cryptography algorithms. Then the resulting cryptic code will
be hidden in an image then transferred over the wire to the destination. The main
advantage of this method is that the steganography will be strengthen by the
cryptography algorithm because it is much easier to detect a plan text rather than a

cryptic code as the words of a plan text are part of a language thus easily



recognizable. Furthermore, the hacker need to guess that the information is hidden in
the image, then break the steganography protection then break the cryptography
algorithm, thus this combination of steganography and cryptography will make the

data transfer much more secure.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

The rapid development of communication and transmission facilities, including the
development of the Internet and high-speed networks, has facilitated access to
information in general. The dissemination and sharing of digital data has become
very easy and wide-ranging. Of course, this can only be beneficial because access to
information has become instantaneous. On the other hand, the problem of security
arises more and more. Indeed, data sharing servers, P2P networks have opened a very

wide field to dishonest users to manipulate information in an illegal way.

Therefore, this study proposes to reinforce this confidentiality of the data during
transfer and obtain rigorous authentication, thus we will insert a cryptology using the
RC4 and Triple DES algorithms into the steganography process done using least
significant bit (LSB) algorithm.

1.1.1 RC4 Cryptography

RC4 (Rivest Cipher 4) is a floating cipher algorithm designed in 1987 by Ronald
Rivest, one of the inventors of the RSA, for RSA Laboratories. It is supported by
different standards, for example in TLS (formerly SSL). Officially named Rivest
Cipher 4, the acronym RC is also nicknamed Ron's Code as in the case of RC2, RC5
and RC6 (Akgun, Kavak, & Demirci, 2008, p. 4).

RC4's details were initially kept secret but in 1994 a description of the encryption
was posted anonymously on the Cypherpunks (Paterson & Strefler, 2015) mailing

list. The message then appeared on the sci.crypt 2 forum and then on various sites.
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