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There is an increasingly amount of data in today IT world. This data comes from all
kinds of sources that are use for data analysis or just video types of files which is
extremely large per file. This data when it is store into cloud storage it will be needed
to be encrypt in order to keep the data integrity to a certain level. The amount of time
and computation level needed to encrypt a data is varied depending on the amount
and size of the data. The Véfiﬁer used to compute the cryptographic hash key as well
as the secret key will be store toéether into cloud storage during encryption and will
be used to decrypt the data during decryption. While this scheme is easy to be
implemented, it is not usable for big data since one hash key is used to decrypt one
section of data during decryption time. For this problem, a comparison study was
done between encryption technique (Blow Fish) and hashing method (SHA) on the
amount of time it takes to decrypt large data. Blow Fish needs one primary key in
order to encrypt and decrypt the whole data while SHA used several keys in order to
decrypt the whole data. This testing was done using two cloud platform provider,
Google Cloud Platform and Amazon Web Service. Several groups of data was
uploaded into both platform after encrypting the data. After that, both data was
retrieve back along with decrypting the data. The total amount that was taken during
the retrieving and decrypting the data. It is found that using a single key (Blow Fish)
was considering much faster in decrypting the data compare to SHA who use several

keys to decrypt the data.
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CHAPTER 1

INTRODUCTION

This thesis is written for the purpose of further studying on the security of cloud
computing. Nowadays, Cloud computing is one of the major feature in the computer
world where it is involving with many useful feature to help user in service, library
and etc. With the increasing of more and more user who is using this service, more
data will be input and output in the cloud computing. By the end of this thesis, it is
hope that this study can help to add more security to the large volume of data in the

cloud computing.

1.1 Problem Statement

It is become increasingly difficult to encrypt data files when the data is extremely
large. Computational power will be very low. Storage itself will be very big since all
the sentinels are needed to be stored together. So it is not a practical solution to just
download the file to check for its integrity since it required a high cost of

transmission across the network.

The verifier used to computes the cryptographic hash of F using hk(F) before storing
the data file ion the cloud storage. The hash as well as the secret key to decrypt the
data was stored along as well. When the user wanted to access the data, the verifier
releases the secret key in order to check the integrity of the file and asked it to

compute and return the value of hk (F). This can be done for many times.
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